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IDENTITY CARDS

UNION EUROPEA

ESPANIA

* Secure identities based on Public
Key Infrastructure (PKI)
— National elDs and ePassports

— elDs provided by Trust Services
Providers

— Corporate elD cards for
employers/providers

* Strong authentication, electronic
signature and document
encryption




USE CASE - CITIZEN IDENTIFICATION IN SPAIN

*  Home Office - Citizen Identification Card (DNI-e )
—  Year started: 2005

— elD card with contact chip for PKI authentication and electronic
signature

| —  The new DNI 3.0 incorporates NFC (2015) )
— Issued: More than 60M cards

*  Ministry of Finance and Public Administration — Spanish
National Mint (FNMT) - CERES (Spanish Certification)
—  Year started: 1996

—  Certification services for public administrations, private companies
and citizens

— New service CERES Cloud ID for public employees announced (2018)

*  Ministry of Industry - Other officially recognized public and
private TSPs (currently 22 recognized QTSP)
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EI CAN es un identificador de 6 digitos que
gemite establecer a conexién segura con su
3

Aparace en la esquina inferior derecha del
frontal de su documento.
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* (AUTENTICACION)

+ ARADIR NUEVO DNle

USE CASE - CITIZEN IDENTIFICATION IN SPAIN

Example (i/ii)

Movistar ¢ [ 3 5 Movistar ¢ [ & B & 3 @ G % 1315 Movistar ¢ [

Introduzca el CAN de su
documento de identidad.

EI CAN es un identificador de 6 digitos
que permite establecer la conexion
segura con su DNle,

™

Aparece en la esquina inferior derecha
del frontal de su documento.

|Mostrar contrasefia

Cancelar

Cancelar

https://play.google.com/store/apps/details?id=com.maeat2016
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USE CASE - CITIZEN IDENTIFICATION IN SPAIN

Example (ii/ii)




MOBILE AND CLOUD IDENTITY

Mobile and/or Cloud

* Cryptographic key/s in the .
smartphone

e Strong authentication, electronic .
signature

e Secure and convenient .

Cryptographic key/s protected by
one HSM

Electronic Signature when
combined with strong auth

Secure and convenient




SE
IL
Y
l

Example (i/ii)

GTS
Mobi
ileID
Ourb
reakthr
ough |
gh in Digital Signi
ing Aut
horiz
ation!

eeeee




USE CASE - MOBILE AND CLOUD IDENTITY

CERES Cloud ID

The cloud signature servicio de firma

Example (ii/ii) 1\71 Eihnng Mone
service of the Spanish  |ntralizada en la nube
National Mint (FNMT- ?brica Nacional

eday Timbre ‘

RCM) is CERES Cloud ID J
MT-RCM) se llama:

CERES Cloud ID

Ref. http://www.realcasadelamoneda.es/ceres-cloud-id,
- https://youtu.be/Xm 9C9{91G8



http://www.realcasadelamoneda.es/ceres-cloud-id
https://youtu.be/Xm_9C9j9IG8

EIDAS IMPACT

ource: European Commission

018

Facilitate seamless digital transactions among individuals and businesses & «

across the EU -

- https://webgate.ec.europa.eu/tl-browser/#/ curopa.cu




EIDAS ASSURANCE LEVELS

Trust Elevation
when higher

» elDAS Regulation: Level of Assurance (LoA)

* NIST: Authenticator Assurance Level (AAL), Identification LOA i ired
Assurance Level (IAL) and Federation Assurance Level (FAL) OA IS require

e |TU-T X.1254 / ISO-IEC 29115 classifications

Mobile

Mobile

Substantial High®

- (*) Mobiles requires certain conditions to reach level High
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NEW TSP ECOSYSTEMS (11/11)
TRUST SERVICES PROVIDER TRUST SERVICES PROVIDER

A= 4D M

Copp g/ Gy

Certification Validation Time- Identity Signature Integration
Authority  Authority Stamping Provider Provider standards
Authority (1dP) (eSigP)

e L B

Token Mobile Token Cloud

APl / SDK




STANDARDIZATION AND COMPLIANCE UNDER EIDAS

. Safelayer Secure Communications
1,140 followet

In the wake of this digital revolution, Safelayer joined in 2016 the Cloud
Signature Consortium as founding member. They are working collectively
since then, with the aim of making sure that trust and user experi ..see more

18 Likes

Safelayer Secure Communications

. -

140 follower

d as an ETS| members!
dardization organizal

Safelayer is proud to be officially appr
ETSlis an independent. not-for-profit
telecommunications industry in Europe. More information: https:

n for the

see more
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CEN EN 419 241-1: 1
1 General System Security 1
1 Requirements J
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ETSITS 119 441: Policy
requirements for TSP
providing signature
validation services

ETSI TS 119 612:
Trusted Lists

ETSI EN 319 102:
Procedures for
Creation and
Validation of AJES
Digital Signatures

ETSIEN 319122/TS 103173-CAdES
digital signatures

- PAdES )
\

digital signatures
digital signatures

ETSIEN 319 132/TS103171-XAdES

ETSIEN 319 142/78 103172
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DIGITAL TRUST IMPLEMENTATION

STACK
Applications APl Web / Services
Oriented Integration - . =
Digital / Intelligence Platform:
Document Workflow, Analytics, Re ing
AUTHENTICATION | DIGITAL SIGNIATIIRE
Digital Identity: * TokenID/MobileID | Standardization and
Adaptive Authentication, Federation, (PR pased) .. o | Compliance under eIDAS
SSO, Digital Signature
PKI: 5 o
Secure Database Public CA, ECC Based °
Corporate CA Certificate 1 E T F
ETSIGC))
Low Level Crypto Library W i




SAFELAYER EXPERIENCE

Japan
(harmonization)

Middle East

Latin Amerlc;a (several countries)
(several countries)

uuuuuuuuuuuuuuuu

uuuuuuuuuuuuuuuu

Countries outside EU interested in CEN/ETSI standardization under elDAS

Source: Safelayer




SAFELAYER EXPERIENCE

EU

Mobile and cloud trends require new forms of
identity that provide Trust and Convenience

Common acceptance of standards is the result
of years of work by different working groups

Electronic signatures adoption (AES/QES)
based on Mobile and/or Server Components
growing

elDAS
Common
Framework

li+ 71

HVE [
ikl =

https://webgate.ec.europa.eu/tl-browser/#/
More than 150 QTSPs issuing QCs over
29 countries TL (19-06-17)




SAFELAYER EXPERIENCE

LATAM

Laws that establish the legal presumption of reliability for the
electronic signature in most of the countries

Common acceptance of ETSI/CEN technical standards but not
consensus how PKI credentials can be managed by a TSP on
behalf of the entities

Existing and/or ongoing projects that provides new forms of
identity leaded by TSPs in Uruguay, Chile, Brazil, Ecuador,
Argentina and Colombia




SAFELAYER EXPERIENCE

Middle East

Laws that establish the legal presumption of reliability for the
electronic signature in most of the countries

Common acceptance of ETSI/CEN technical standards. Debates
on SIM Card (aka Mobile PKI). No consensus how PKI credentials
can be managed by a TSP on behalf of the entities

Existing and/or ongoing projects that provides new forms of
identity leaded by UAE government and Oman




REGISTRATION MODELS

Online with
recognized
credential

QR scanner codes Cancel

Enrollment QR
code

Online document
verification

Kiosk + biometry

[optional]
Scan QR code +
Additional factor
EXISTING CREDENTIALS [optional]

SAFELAYER

tE 1213 ~ 03 % -

NEW CREDENTIALS

wne LE 12:14

Digital ID

Mary Smith
IDENTITY VERIFIED

FOR AUTHENTICATION
AND SIGNATURE

VALID UNTIL
15 February 2018

(\
Getting ID...

ISSUED BY

CA issues
PKI certificate/s

Keys are
generated




REGISTRATION — SUMMARY (I/11)

* FACE-TO-FACE PROCESS

The user does not have a
Recognized elD. The user
must request the
credential in a Local

Registration Office

QR-Code Terms of Use
document are provided in
paper format by the

Registration Officer

Once the Terms of Use
are accepted, the user
scans the QR-Code and
get the credentials

(*) The QR-Code contains a URC (Unique
Registration Code)




REGISTRATION — SUMMARY (lI/11)

* ONLINE PROCESS

QR-Code is .
. . Optionally, an
obtained using The user must o
The user . additional The PKI
a Recognized accept the The App scans . . o
downloads an SMS/Email identity is
elDora Terms of Use the QR-Code . .
ID App : OTP code is issued
Recognized Document
. requested
onboarding




|ZENPE

IZENPE SOLICITA SU AUTENTICACION
Inserte su DNI y contrasefa para acceder

at

izenpe

£Clvidé su contrasefia?

*  Provides authentication and cloud signing
using the following credentials

—  Citizen ID number m
— One time password based on a grid card
(B@kQ card) / Mobile identification using m
citizen smartphone

—  Akey/certificate issued by lzenpe in a
centralized repository

L“ MAS INFORMACION SOBRE B@K

https://www.izenpe.eus/bak

Bizkaiko Foru Aldundia / Diputacién Foral de Bizkaia solicita su autenticacién.

° It has exceed ed the flgu re Of 100’000 Seleccione cual de los siguientes medios identificacion desea utilizar:
certificates, with 500,000 transactions per Usuario y contrasefia B@k
month. More than 50 integrated service s
providers

Usuario, contraseiia y juego de barcos
Bak
G (coordenadas)

*  Extension/plugin is required for Public
Employers that use Desktop applications (i.e Certificados Digitales
to use With Adobe Acrobat) (si tiene tarjeta/ token insértelo antes de acceder)

- —
HEAFELAYER



ACIN

EMITIDO POR

2GTS . »>acin zer

Global Trusted Sign
Declarago le sGTS Efetue a sua autenticagéo
Declaragao legal

Infroduzir credenciais:

Utilizador

Palavra-passe

* Identification and signature services for preen
Public Employees (Health and Public MOBILE ID
Contract)

*  Expected to be recognized in EU TLS as QS
Provider ending 2018

*  Enrollment processes based on credentials of

previous processes. Mainly Portuguese
Electronic National ID /

*  Mobile ID registration: o=
https://www.globaltrustedsign.com/public ¢
/mobile

SAFELAYER


https://www.globaltrustedsign.com/public_c/mobile

..  eParaksts

Please provide the user number:

* Enrollment options:
1. Online using a recognized elD
+ additional factor (sms)

2. Online using a other elDs +
additional factor (courier)

3. Face-to-face enroliment if N —
not have recognize d elD

https://www.eparaksts.lv/en/

 Agreements with Government

/ Banking to recognize external
elDs o

~
o W o~
g O o w




CZECH TECHNICAL UNIVERSITY
e Mobile Identification and
RSS Services for Students

and Staff in CTU Welcome to CVUT ID

CVUT ID allows you to authenticate
securely using your mobile device

The PIN you create here will protect your
ID. You will be asked to enter it every

* Enroliment processes based i you use i g M secompen
On recognized CzeCh and your mobile device
Internal CTU Credentials

i

* Integration with External

TSP in Czech B




LESSONS LEARNED

* ¢elDAS trust services require continuous enhancement as
requirements evolve

* Continue adding certifications to the products for efficient
Conformity Assessment processes

* A continuous partnership with industry is required to develop
applications

e Registration based on Kiosk with biometrics seems to gain traction
— Onboarding processes are being considered




ABOUT SAFELAYER

Independent Software Provider
Based in Madrid and Barcelona
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their trust in the company's LATAM
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