




What is Phishing 
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Type of Phishing Delivery



Types of Phishing Delivery

▪ Hidden Text/Zero Font – Evade the Natural Language 
Processing used to scan for phishing emails

▪ DNS Hijacking/Redirects – Pharming

▪ Pop-Ups

▪ Evil Twin – Rogue Infrastructure: WiFi Hotspot



Global Threat Landscape

Compromise through phishing e-mails, 
and brute-forcing on Remote Desktop 
Services (RDP) remain the two most 
common ransomware infection 
vectors.

ENISA Threat Report 2021

Phishing campaigns, targeted spear 
phishing, remote access through 
vulnerable machines and the use of 
publicly available exploits remain the 
most common vectors for deploying 
ransomware.

Australia Cyber Threat Report 
2021

Nearly 45 million people in the UK 
have been the target of a scam text 
message or phone call in the past 3 
months.

UK NCSC Weekly Threat Report 
Oct 2021



Estonian Threat Landscape

Cybersecurity in Estonia 2021 source: https://www.ria.ee/sites/default/files/content-
editors/kuberturve/kuberturvalisuse_aastaraamat_2021_eng_final.pdf



2019 – Phishing Campaign targeted at 

banking and identity services users

2020 – Phishing Campaign using 

compromised, legitimate accounts 



Characteristics of Phishing in Estonia
▪ Target Users through:

▪ Banking Services
▪ Small-Business 
▪ Government Services

▪ Small Ecosystem 
▪ Intelligence Gathering is easier for Cybercrime
▪ Limited Resources for Defence against Phishing

▪ Phishing against individuals is targeted at older 
populace

▪ Phishing is a continual threat not just a seasonal 
activity



▪ Crimeware-as-a-Service

▪ New Attack Vectors – Social Media 
& Personal Devices

▪ Opportunism - COVID-19

▪ New Ways of Work – Remote 
Working

▪ Digital Transformation – Rich Data 
Environment

Trends



Phishing-as-a-Service

▪ Phishing Toolkits and Guides readily 
available

▪ Phishing often packaged with Ransomware-
as-a-Service

https://www.microsoft.com/security/blog/2021/09/21/catching-the-big-fish-
analyzing-a-large-scale-phishing-as-a-service-operation/



Phishing-as-a-Service

▪ BulletProof Link commercial phishing 
company

▪ Provided commercial phishing services and 
YouTube how-to guides on phishing

▪ 100 Available phishing templates of known 
brands and services

▪ Host infrastructure of the Phishing Company 
was identified but attribution not possible 



New Attack Surfaces

▪ Gaming Accounts 

▪ Social Media  

▪ Mobile - SMS



COVID-19
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New Work Environment

▪ Working from Home & 
Virtualisation of the workforce

▪ Psychologically breaks the link 
between the work 
environment and home 
environment

▪ Many companies not adapted 
to provide remote working 
technical facilities
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Countermeasures

▪ Personal Device Security
▪ Block Untrusted Sources
▪ Patched System, Mail Filtering, Anti-

Virus, Multi-Factor Authentication

Detection/Prevention

▪ Telecommunication Providers can 
block known phishing sources

▪ Network monitoring

Monitoring

▪ Contain any financial and data loss
▪ Incident Response plans tailored for 

phishing 
▪ Information Sharing

Damage Mitigation

▪ Train Users to detect and respond to 
malicious phishing content

▪ Awareness of those offering services 
that are targets of phishing

User-Awareness



Four Layer of Phishing Defence

01 02

0304

Help users identify and report 

suspected phishing emails

Protect your organisation from 

the effects of undetected 

phishing emails

Make it difficult for attackers 

to reach your users

Respond quickly to incidents



The Human Firewall

▪ Phishing Simulation Exercises
▪ Builds awareness of the User to signs of a 

malicious email source

User Awareness Training

▪ Presents extreme phishing simulations that test 
the ethical boundaries of organisations 
experiments. 

Evil Phishing Tests





Incident Response
▪ Incident Response Plans for Phishing should be exercised 

regularly through table-tops and phishing simulation 
exercises

▪ Information sharing between related organisations is of vital 
importance but there are impediments to what data can be 
shared with who

▪ The Phishing Kill-Chain or Cybercrime Journey needs to be 
mapped to understand the adversarial perspective and 
derive key weaknesses 



Conclusion

▪ Phishing will remain one of the top cyber threats due to its 
low cost of implementation and high effectiveness.

▪ Defence mechanisms need to include solutions for people, 
process and technology. 

▪ Information sharing and exercises/simulations should be a 
core part of defence of phishing


