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O0SStatus err;

1f (Cerr = SSLHashSHAl.update(&hashCtx, &signedParams)) !'= 0)
goto fail;
goto fail;

1t (Cerr = SSLHashSHA1l.final(&hashCtx, &hashOut)) !'= 0)
goto fail;

fail:
return err,



1f (getPermission() == DENIED) { ... }
else { ... }

1f (getPermission() == ALLOWED) { ... }
else { ... }
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Protection of Information in Computer Systems (1975
Jerome H. Saltzer, Michael D. Schroeder

The Protection of Information in Computer Systems

JEROME H. SALTZER, SENIOR MEMBER, IEEE, AND
MICHAEL D. SCHROEDER, MEMBER, IEEE

Invited Paper

Abstract - This tutorial paper explores the mechanics of
protecting computer-stored information from unauthorized
use or modification. It concentrates on those architectural
structures--whether hardware or software-that are
necessary to support information protection. The paper
develops in three main sections. Section | describes
desired functions, design principles, and examples of
elementary protection and authentication mechanisms. Any
reader familiar with computers should find the first section
to be reasonably accessible. Section Il requires some

familiarity with descriptor-based computer architecture. It
avaminae in denth the nrincinlee Aaf modarm nrotection

Confinement
Allowing a borrowed program to have access to data,
while ensuring that the program cannot release the
information.

Descriptor
A protected value which is (or leads to) the physical
address of some protected object.

Discretionary
(In contrast with nondiscretionary.) Controls on access
to an object that may be changed by the creator of the
object.
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OWASP Mobile Security Project


https://www.owasp.org/index.php/OWASP_Mobile_Security_Project#tab=Top_10_Mobile_Risks
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http://cybersecurity.ieee.org/center-for-secure-design.html
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Building Security In Maturity Model


https://www.bsimm.com/
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https://www.cl.cam.ac.uk/~rja14/book.html




