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Strateegiline või taktikaline viga

Vale asi õigesti või õige asi valesti 
Viga disainis või viga implementatsioonis



Formaalsus võimaldab automaatset analüüsi 
Strateegiad tuleb manuaalselt analüüsida

Strateegiline või taktikaline viga



Taktikalisi vigu kergem ennetada  
Programmeerimiskeele ja arhitektuuri roll ennetusel

Strateegiline või taktikaline viga



Memory-managed keeltes ei esine 
mälukasutusega seotud turvavigu

Puhvrite ületamine 
Pointerite käsitluse vead



Garantii, et ühe kasutaja andmed teisele ei tagastataks

Tüübisüsteemid



Igas ärivaldkonnas või ühes ärivaldkonnas

Universaalsed ja äriloogikalised vead!



Injection rünnakud 
Universaalsed andmelekked 

Sisselogimisründed 
…

Universaalne viga



Äriloogikaline viga

Tehingu kinnitamiseks kahe rolli nõue 
Inventari koguste ligipääs valedele töötajale 
Kargolaevade sihtpunkti konfidentsiaalsus 

…



Rohkem uuritud 
Kergem infot leida või analüüsi sisse osta 

Küberturbeeksperdid kursis

Universaalne viga



Äriloogikaline viga

Ärisaladust või ärieelist teab sinu firma või valdkond



Testimistarkvara või tulemüürid ei kata strateegilisi vigu 
Sisse toodud turvaekspert ei kata äriloogikat



Turvaline!
ebaõnnestumine



Võrguliikluse krüpteerimine



SSL

Sertifikaadi väljastaja 
Sertifikaadi nimi 

Sertifikaadi kehtivus



Online Certificate Status Protocol

Kontrollib sertifikaadi kehtivust väljastajalt 
Kaitseb varastatud või kaotatud sertide eest



Päringu ebaõnnestumise puhul ühendus õnnestub 
Turvalisem on ebaõnnestumise puhul ühendus katkestada

Online Certificate Status Protocol



OSStatus err;	
!
if ((err = SSLHashSHA1.update(&hashCtx, &signedParams)) != 0)	
    goto fail;	
    goto fail;	
!
if ((err = SSLHashSHA1.final(&hashCtx, &hashOut)) != 0)	
    goto fail;	
    	
fail:	
    return err;	





if (getPermission() == DENIED) { ... }	
else { ... }	
!
!
!
if (getPermission() == ALLOWED) { ... }	
else { ... }



Piirang tuleb kiiremini välja kui luba



Protection of Information in Computer Systems (1975) 
Jerome H. Saltzer, Michael D. Schroeder

Abstract - This tutorial paper explores the mechanics of 
protecting computer-stored information from unauthorized 
use or modification. It concentrates on those architectural 
structures--whether hardware or software--that are 
necessary to support information protection. The paper 
develops in three main sections. Section I describes 
desired functions, design principles, and examples of 
elementary protection and authentication mechanisms. Any 
reader familiar with computers should find the first section 
to be reasonably accessible. Section II requires some 
familiarity with descriptor-based computer architecture. It 
examines in depth the principles of modern protection 
architectures and the relation between capability systems 
and access control list systems, and ends with a brief 
analysis of protected subsystems and protected objects. 
The reader who is dismayed by either the prerequisites or 
the level of detail in the second section may wish to skip to 
Section III, which reviews the state of the art and current 
research projects and provides suggestions for further 
reading.  

Glossary 

The following glossary provides, for reference, brief definitions 
for several terms as used in this paper in the context of protecting 
information in computers.  
Access  

The ability to make use of information stored in a 
computer system. Used frequently as a verb, to the 
horror of grammarians.  

Access control list  
A list of principals that are authorized to have access to 
some object.  

Authenticate  
To verify the identity of a person (or other agent 
external to the protection system) making a request.  

Authorize  
To grant a principal access to certain information.  

Capability  
In a computer system, an unforgeable ticket, which 
when presented can be taken as incontestable proof 
that the presenter is authorized to have access to the 
object named in the ticket.  

Certify  
To check the accuracy, correctness, and completeness 
of a security or protection mechanism.  

Complete isolation  
A protection system that separates principals into 
compartments between which no flow of information or 
control is possible.  

Confinement  
Allowing a borrowed program to have access to data, 
while ensuring that the program cannot release the 
information.  

Descriptor  
A protected value which is (or leads to) the physical 
address of some protected object.  

Discretionary  
(In contrast with nondiscretionary.) Controls on access 
to an object that may be changed by the creator of the 
object.  

Domain  
The set of objects that currently may be directly 
accessed by a principal.  

Encipherment  
The (usually) reversible scrambling of data according 
to a secret transformation key, so as to make it safe for 
transmission or storage in a physically unprotected 
environment.  

Grant  
To authorize (q. v.).  

Hierarchical control  
Referring to ability to change authorization, a scheme 
in which the record of each authorization is controlled 
by another authorization, resulting in a hierarchical 
tree of authorizations.  

List-oriented  
Used to describe a protection system in which each 
protected object has a list of authorized principals.  

Password  
A secret character string used to authenticate the 
claimed identity of an individual.  

Permission  
A particular form of allowed access, e.g., permission to 
READ as contrasted with permission to WRITE.  

Prescript  
A rule that must be followed before access to an object 
is permitted, thereby introducing an opportunity for 
human judgment about the need for access, so that 
abuse of the access is discouraged.  

Principal  
The entity in a computer system to which authorizations 
are granted; thus the unit of accountability in a 
computer system.  

Privacy  
The ability of an individual (or organization) to decide 
whether, when, and to whom personal (or 
organizational) information is released.  

Propagation  

The Protection of Information in Computer Systems 
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OWASP Mobile Security Project
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