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 Saladuse kandja * Kandja seostamine
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— Fail — Riik
— Kiipkaart — E-teenus
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World Passport

Blockchain Passport - Proof of Existence & World Citizenship

% 81813268 159E 51D1

Given Name ahead Wichita

mural potato
SATOSHI spindle  letterhead

minnow inventive

Last Name backfield onlooker

o NAK AMOTO standard ..torpedo
https.//keybaselo/Satoshi . endoted visitor

Time Stamp crowfoot Brazilian
20141017-13:40UTC checkup "-gravity

drunken _ scavenger

Block #325,789
e251dcf4d45370606c3¢c450924321f7068e6951ef6fa44835

Expires
Block #378,349

<0x159E51D1<<RSA<<2048/4096<<AES256<
<SHAS512<<VERIFIED<<<<<<<<<<<<<<<<<<
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Mis loom on FIDO?

Ja mida ta s66b?
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(o) John Madil

Traditional FidoMet logao by John KMadil

FidoNet: Tom Jennings’i 1984.a. loodud modemisidel pdhinev vork, 1993

oli susteemil ca 4 miljonit kasutajat. Eestisse joudis 1990.
Vt ka BBSummer, Tarmo Mamers, koerapoeg, BBVanakesed, WC Fauna,

Mast, Sulo Kallas.
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Oige! Aga on ka teisi seletusi
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alliance
FIDO == Fast IDentity Online




WELCOMIE

LOGON

ENTER

Milles on probleemi?

0 ROBCO INDUSITRIES

ADMIN

SWORD

NOW

(IH)

TERML I NK

S

its -l ™= 813
- Authentication required

Please re-enter your pin/password 1o access your
Executive Club account information




Kiviaja autentimine

(unustage korraks PKI: ID-kaart ja mID)
kka peab pohiliselt parooli panema
segi koodikaardid pole turvalised

Kui on ka mingi kangem autentimisvahend, siis
ikkagi saab sisse ainult Uhte teenusesse
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Silotornid...

\EE e Vendor A
Silos by X
Vendor \(E o Vendor B

m Technology A
Silos by Y
Technology

Technology B
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FIDO eesmargid

* Toetada laia ringi autentimismeetodeid
kasutades ara olemasoleva riistvara voimalusi

 Toetada erinevaid turvatasemeid, samas
kommunikeerides TeenusePakkujale, maanset
autentimist kasutatakse

e Sisse-ehitatud privaatsus



Kahte sorti FIDO-t

PASSWORDLESS EXPERIENCE SECOND FACTOR EXPERIENCE
(UAF standards) (U2F standards)
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Registreerumine

REGISTRATION BEGINS USER APPROVAL

€

_— ] e
- I USER APPROVAL sl

REGISTRATION COMPLETE NEW KEY CREATED

200 %gf/@%%ﬁ/é//
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[se—wnes|[sn—ees][os—nes]
[TI==TT1]

KEY REGISTERED >

Using
PUBLIC KEY
CRYPTOGRAPHY
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Kasutamine

LOGIN USER APPROVAL

€

I LOGIN CHALLENGE*

i

LOGIN COMPLETE KEY SELECTED

/’ /////////////////////////////
//.f’/////// é/é/flfﬁl///.f///////
ss—ade[{es—ees|[ss—eas]
[dee=—wees|lse—ees|se—eee|
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LOGIN RESPONSE

Using
PUBLIC KEY
CRYPTOGRAPHY
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Prauser

Veebiserver

O Plugin
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Plugin

Plugin
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Auntentikaator

Injected at
manufacturing,
doesn’t change

User

Generated at
runtime (on
Registration)
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Keerulisem pilt

[ TLS Server Key

BROWSER / APP

WEB SERVER

Cryptographic
authentication key
reference DB

Authentication
keys

Attestation key

Authenticator
attestation trust
store + meta data
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Mida FIDO standardib?

LOGIN 3
r

- L LR e .

| ____V__{" - " ~~ = .
| 'l__ slpRcam =] '0 ‘. skamm "‘
| | stucem R & & SITE.COM

| 5|T_E.CC siTE.coMm | |4 %

|| | T i

@ &) . &
| || -1 [T g L
| | BGB welcoma back + BOB

I waleome B4 Locm ¥

L]

= [0
I il TN w1 OCIN CHALLENGE mie | Yeannow
| e ¥

" — el ae — a8
2 — 8RRl e —ase

PUBLIC KEY
CRYPTOGRAPHY

\\Q 18 y W
‘%“2&%}&&“ ‘b-;.-' "-», ‘." \ Tay

AR R T N NN



FIDO Alliance liikkmed
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Google says using a
security key like this one
in addition to a
password provides a

better way to secure an

A Physical Key to Your Google

Account

Google says using a small USB stick to vouch for your identity is
more secure than either a password or conventional two-factor

authentication.

By Tom Simonite on October 21, 2014

- N
&

Opting in to Google's latest security upgrade
requires a spot on your keychain for a device known
as a security key.

The small USB stick provides added protection for a
Google account. Once a key is associated with your
account, you'll be prompted to insert the device into
a computer each time you enter a password to log
in—or, if you prefer, once a month on computers you
use frequently. Touching a button on the security
key triggers a cryptographic exchange with
Google’s login systems that verifies the key's
identity. Security keys can be bought from several
security hardware companies partnered with
Google, for a little less than $20.

The new approach is primarily aimed at the security-conscious. But the
technology involved lays the groundwork for physical devices that displace
nasswords altooether savs Mavank Upadhvay a security enaineer at Gooole.,
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=2 C' | [} www.amazon.com/s/?field-keywords=FIDO+U2F+Security+Key .

Rakendused [ WPKI = FuturelD WIKI FuturelD Livelink | ] smid [@ EU TSL Analysis Tool |7 epl-unscramble

amazon SNl Al :  FIDO U2F Security Key Signin  TryPrime  Wish List
] Try Prime

: - ELECTRONICS GIFT GUIDE
1 4
Departments Fire & Kindle Recommended for You  Today's Deals ﬂ Great Deals Every Day »Shopnow
1-16 of 19 re-;;ﬁg‘for "FIDO UZF Security Key" Choose a Department to sort =
Show results for Related Searches: fido u2f, security camera system, u2f security key.
Electronics > FIDO U2F Security Key
Security Access-Control by Yubico

Keypads
$17.99 Prime v 33

Computers & Accessories » Get it by Thursday, Nov

SecureDigital Memary Cards
Computer Keyboards

FREE Shipping on orders over $35
Product Features
™ FIDO UZF dedicated device (supporis U2F

protocol only)

%

Kindle Store »

Apps & Games » Electronics: See all 17 items

Books =
- See Fewer Departments YubiKey NEO
by Yubico
_ $50.00 /Prime 3
Refine by

Get it by Thursday, Nov 6
skt Sl in Security Access-Control

Keypads

FREE Shipping

Product Features

Multi-protocol authenticator with suppart
FDO U2F, OTP, and more

International Shipping
AmazonGlabal Eligible

Eligible for Free Shipping
Free Shipping by Amazaon

Keyboard Interface Electronics: See all 17 items

FIDO U2F Security Key
by Plug-up International
$5.99 new (1 offer) 13

Product Features
Keyboard Color USB FIDO UZF Ready hardware second
. factor solution based on a ST23YTG6

UsB

- Flactronire: Sop all 47 iteme
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Jargmine Eesti ID-kaart?
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