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Internet changes everything
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POS trojans
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• Different governmental uses for malware

• Law Enforcement

• Espionage

• Surveillance

• Sabotage

• Warfare





*.google.com
*.mozilla.org
*.skype.com
*.torproject.org
login.live.com
login.yahoo.com
twitter.com
www.facebook.com
www.update.microsoft.com





FinFisher (Gamma) + RCS (Hacking Team)
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UAE, Bahrain, Saudi Arabia, Syria…

• Finfisher (Gamma)

• RCS (Hacking Team)

• DarkComet

• BlackShades

• Xtreme RAT

• Spynet

• Appin Security Group





Image Source: When Governments Hack Opponents: A Look at Actors and Technology, Citizen Lab + ICSI
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