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& CryptolLocker

Private key will be destroyed on
9/13/2013
5127 AM

Time left

71:19:53

Your personal files are encrypted!

Your important files encryption produced on this computer: photos, videos,
documents, etc. Here is a complete list of encrypted files, and you can personally verify
this.

Encryption was produced using a unique public key RSA-2048 generated for this
computer, To decrypt files you need to obtain the private key.

The single copy of the private key, which wil allow you to decrypt the files, located
oh a secret server on the Internet; the server will destroy the key after a time
specified in this window, After that, nobody and never will be able to restore files. ..

To obtain the private key for this computer, which wil automatically decrypt files, you
need to pay 300 USD f 300 EUR | similar amount in another currency.

Click «Next» to select the method of payment and the currency.

Any attempt to remove or damage this software will lead to the immediate
destruction of the private key bl server.
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Task Manager - oIl

IMPORTANT! PLEASE READ!

Unfortunately the files on this computer (ie. documents, photos, videos) have
been encrypted using an extremely secure and unbreakable algornithm. This
means that the files are now useless unless they are decrypted using a key.

The good news is that your files are not lost forever! This tool is able
to rescue the files on your computer for you!

BY PURCHASING A LICENSE FROM US. WE ARE ABLE TO RESCUE YOUR FILES 100% GUARANTEED
FOR A VERY LOW EARLY BIRD PRICE OF ONLY $300 USD!" In 5 days however, the price of this service
will increase to $600 USD, and after 10 days to $1000 USD.

Payment is accepted in Bitcoin only. You can purchse Bilcoin very easily in your area by bank transfer,
Western Union. or even cash.

Visit www.localbitcoins.com to find a seller in your area. You can also google Bitcoin Exchanges to find
other methods for buying Bitcoin.

Please check the current price of Bilcoin and ensure you are sending the correct amount before making your payment! Visit
www bitcomaverage com for the current Bicon poce

After making your payment. please wait up to 24 hours for us to make your key available. Usually done in much less ime however.

IMPORTANT: Once the key i1s available and you click "Decrypt Files®, please wast and let the decryption process complete before closing
this tool. This process can take from 15 minutes to 2+ hours depending on how many files need to be decrypted. You will get a
notification that the decrypbion process 1s complete. at which ime you can clhick "Exit”.  Remowing ths tool from your computer wathout first
decrypting your files will cause your files to be lost forever

— SEND BITCOIN PAYMENT TO THIS ADDRESS FILES
©)2lcoin
s’/ ACCEPTED HERE
EXT

“Floase note that eady brd qualficanon i determined from the date that this tool was first aun 39 recorded on our servers F-Securem‘.'.



Country: United States
Region:
City:

ATTENTION!
Your phone has been blocked up
for safety reasons listed below.

All the actions performed on this
phone are fixed.
All your files are encrypted.
CONDUCTED AUDIO AND VIDEO.

You are accused of viewing/storage and/or
dissemination of banned pornography (child
pornography/zoophilia/rape etc). You have
violated World Declaration on non-proliferation of
child pornography. You are accused of
committing the crime envisaged by Article 161 of
United States of America criminal law.

L 4
-
F-Secure. ¢



HUOMIO!
Te cletts rikkoneet Tokijancikeuslakia (Video, Musiikki, Ohjeimat) kayttamalla tai jakamalla laittomasti

kijdnoiknus-sucjattua matarisalis, titen rikkoan Luku 1, Osa B, Pykdld 8. joka on osa Suomen
Tokijanoikausiakia

Luku 1, Osa B. Pykila 8 (Suomen rikoslaki) rikkominen johtaa minimipalkkasidonnaiseen
sakkorangaistuksean kartimeltaan kahdestasadasta viitsensataon tsi tuomicon kahdesta kahdoksaan
vuoteen

Ofets laitsmasti salanneet tii jakaneet laibnts porncgratists matriaalia (tiekoneeltanne on laydetty

lapsipornoksi luckitaltavaa kuvamatariaalia yms). Tétan oletta rikkoneet Suomen rikoslain lukua 202 jonka
rangaistuksena on tuomio neljists kahteenbists kuukautsen

Tiewkonesltanne on suoritatty laiton murtautuminen ilman teidin henkilokohtaista tiets tai osallistumists

asiaan, ekkoneenne saattaa olla virustartunnan tat haittachjelman kohtoena, cletts titen syyllistyneet

| skohtaise Kiynién. Suomen Rikoslain 210

| rangaistuksena on sakko 100,000 EURast ja/ti tuomio neljssts yhdoksasn vuoteen
Kysaisen rikkeen pykilien mukaan Suomen rikoslaissa Kesikuusta 28, 011, tima rikkomus (mikali
Bpahtuvensimmaisen karran - eiki ole ) kisitlla mpous
sakon

luvun mulkaan

U mikali maksatto
Avataksenne Uatkoneenne lukitukson ja valttaaksonne |

sot npiteat oloto vel
| maksamaan lukituksen avausmaksun 100 EUR, maksortava PAYSAFECARD in valityksella (toidan on
‘ hankitava PAYSAFECARD, tlletettava saldolle 100 EUR ja rjcttava koodi), Koxdi on ostettavissa
| Suunmmassa osassa kaupoists ja bansa-asemista. PAYSAF

sisalls

ECARDon mahdollista ostaa kaupoists maan

o o ke e e o 5 o i e 5 i o o Vs

| Miwn maksan sakon avataksen| tlowkoneani lukitukson?

| 1.Etsllahin PAYSAFECARD Jal

os

‘ 2.03ta PAYSAFECARD progaid mucdos sa |a lataa 1llilke 10EUN kassalla
l 3. Kirjolttakan ema PAYSAFECARD keod Inne Jo 1ahottakas "AVAA TIETOXONEENI LUKITUS NYT*

L !

Helsinki,
Southern finland,
Finland

8 paysafe =

J SUOIATIU MAK SUKAAVAKE
Doy cash ale

| Kirjoittakaa PAYSAFECARD koodin

FotaPayzafeCorflondnpnoad ala

ek alslalalalalolpaisiea
[ RVAR TIETORONEESILURITUS Ry Tl

Huomatkaa: Sakko on maksettava 12 tunnin kulvessa. 12

tunnin kuluttua sakon maksamismahdollisuus vanhenee
Kalkki tiowkoneonne data tullaan Bikavarikoimaan ja teith
vastaan tullaan imeksipanemaan

fainmukaiset
wimenpiteot mikili sokkoa ol makseta
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LCEConfig

QuickTime
Player

&

VLC media
player

uTorrent

RECYCIEBIN

d Terminal File Edit Scrollback Font Window Help
—_— —

“\r/ E

RealPlayers = vIc=0.9.9a:dmg Karate Videos

2

IceZclient=3
0OSX.tar.gz

ServeToMe-
v3.6.6.dmg
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Phil, | think you're gonna have a bad time.

Phil's Office Lights

Eliz

Wash
wall

Stairs

! W) l‘))

15



g Dan Tentler £ +& Follow

an oil field?

4 Reply 3 Retweet ese More

INVERT 1 BASE OIL MASTER INVERT INVERT 2

_ i - T
oo 0. " __"

34 634 004

545 | 13.9 | 121 | 1.3
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a wheat silo!

4 Reply

‘ Main Menu I

Wheat
Temp (*C)

New Load
Tonnes

Moisture (%) Protein (%)

Inloaded

Tonnes
Temperature (*C)
Moisture (%)
Protein Content (%)

£3 Retweet % Favorite

£x +& Follow

> ' Silo Overview

Silo 4 Load

1"Update ProcessJ

Press "Initiahze" to start a new Aeration Process
Press "Add Load" to add grain to the store

For unloading enter a negative value or press
"Empty Silo" for a full unioad
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Um.. a dam? Swedish? Dutch?

Hovedbilde

m@L' —

7216 moh
Vannstand LL

7810imin  16750/min

693V oV

Pressostat sjakt @
430kW OkW

Spenning 230V @
Jordfeiltesoy QO
Spenning 22kV @
Lav spenning 24V @
Automatsikring  ©

Oljetrykk LL @)
7600imin

38KW G162G3
Ngdstopp

AE's 22kV
koblingsanlegg

a
Tilbake Gen.3 |Dam bilde |Parameter ‘
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hahaha the little face in the upper right

makes this. FRIENDLIEST SCADA ON THE
NET!

4 Reply t3 Retweet eee More

1:19:44  Huvudmeny 14-08-10

G
Q‘: )

1
faady I Tom JResty  Run
: Az | i
W—,n - Temparsba ©50°C Tesgenbs 128C
AReady  Ran

oo 'on:. P WMJ—J 25.6%

Bl
Ot
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SYSTEI MMOGA SERVDCE KW&
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NO! Is this a radio station?! :D nowai.
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Dan Tentler X -2 Follow

| want to say this is a train control system,
but I'm not sure. Italian maybe?

4 Reply +3 Retweet % Favorite s More

MONITORIZAREA PROCE SULURZENNOLOGIC £M. LUPENI

| Aug 14 01:51:15
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Curtains. There are FUCKING CURTAINS on
the internet.

26-88-,2088 21:42:06

Control de Persianas y Cortinas

Persiana Persiana
Zona cona 2
Cortinas General

Persianas General

Abrir Cerrar
Cortinas 2
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Dear medical infosec device researchers:
hold onto your butts! a hospital bed with
what appears to be a live patient
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Different governmental uses for malware

* Law Enforcement
Espionage
Surveillance
Sabotage

Warfare

STS D: SOVIET NAVAL DEPLOYMENT )
T: STRATEGIC NUCLEAR SUBMARINE
CT DPLY REF 3525F: NVOP EF 324
BN DTA AVLB: CH 704 SELECT 612
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General |De13ils I Certification Path I

2 ﬁ Certificate Information

This certificate is intended for the following purpose(s):

 Ensures the identity of a remote computer -
* Proves your identity to a remote computer

* Protects e-mail messages

» Ensures software came from software publisher

* Protects software from alteration after publication

* Allows data to be signed with the current time ll

*Refer to the certification authority's statement for details.

Issued to: Staat der Mederlanden Root CA

Issued by: Staat der Mederlanden Root CA

Valid from . 17, 12, 2002 to ke. 16. 12, 2015

| Issuer Statement I

—
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*.google.com

*.mozilla.org

*.skype.com
*.torproject.org
login.live.com
login.yahoo.com
twitter.com
www.facebook.com
www.update.microsoft.com
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General | Details m%

Certification path

DigiNotar Root CA
: _ﬁ_l DigiNotar Public CA 2025

Certificate status:

Learn more about certification paths
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FILE

FinFisher (Gamma) + RCS (Hacking Team)

@GammaGroupPR

HOME INSERT PAGE

FinFly Exploit

W] - Excel

0 PROTECTED VIEW Be careful—files f

B116

Jr

Exploit Portal (File Reader's Pack) - Software, consisting of:
X "zero-day exploits" chosen by FinFisher from the following list:

- Microsoft Office Word 2007, 2010, 2013 (x32)
- Microsoft Office Excel 2007, 2010, 2013 (x32)

- Microsoft Office Power

Hardware (35 150,00)
Mote 1: Each exploit shod camujce 1 (187 646,60)
operating systems: , ’

PRICE OVERVIEW VUPEN (440 000,00)

A [raciaimmsionsowton | - Microsoft Windows & (f Dreamlab (V6 582,00

1 Finlntrusion Kit - - .

T {Finuss sune - Microsoft Windows 7 ( Freight (3 500,00)

3 FinFireWire _ H H H ~ .

o [Remote ntusion Soutions r'.-1_||:r|:|5|:|1=t W_IHI:II:IWS Wig Sales Commission a4 9%

; ::ii:mt e - Microsoft Windows XP

3 Extension: FinSpy Data S Dth ErE

e T | Note 2: Warranty for 6 md  Total Costs (743 278.60)

2 FinFly LAN . -

3 F'lnFI:WEb Project Margin

4 FinFly Net

0 % Yiscour

0 % iscoun

=
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=1E=]

=)
[=21=]
=1E=]
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mjm

Martin J. Muench is the founder and Managing Director of Gamma International GmbH where
he is heading the FinFisher product portfolio. In his past he was one of the core members
behind the well-known Linux distribution BackTrack which is used world-wide by security
professionals.
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FinFly

Usage Example 2: Intelligence Agency

-
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2 SUPPORTED PLATFORMS

Platform Supported Version Latest Version on the Market
: 2xx 3.xx 4.0x 4.1Xx
Android 225 Adx 4.4
@ Blackberry 93X 6 T X 10.1
J 10S
Untethered Jailbreak | 4.3.x 5.x 6.Xx 7.0x 7.1

required

sym Symbian A3, Anna, Belle
. ’ ’ ’ . A
bian Symbian S60 v5.x v3.x Symbian A3 Anna, Belle
F 54 Windows Mobile 6.1, 6.5 6.5
o Windows Phone Not Supported Yet 8

=




UAE, Bahrain, Saudi Arabia, Syria...

Finfisher (Gamma)
RCS (Hacking Team)
DarkComet
BlackShades

Xtreme RAT

Spynet

Appin Security Group
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From: Melissa Chan <melissa.aljazeera@gmail.com=
Subject: Torture reports on Nabeel Rajab

Acting president Zammab Al Khawaja for Human Rights
Bahrain reports of torture on Mr. Nabeel Rajab after his recent
arrest.

Please check the attached detailed report along with torture
images.

@1 attachment: Rajab.rar 1.4 MBE

Image Source: When Governments Hack Opponents: A Look at Actors and Technology, Citizen Lab + ICSI
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Check out this Android app designed by
CODE4HK for the coordination of
OCCUPYCENTRAL!

http://is.gd/bhd4adz
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Masking "file.scr"

file.scr
SCreen saver
917 kB

|
-

! fdp.4102-hcraM-tropeR.-ytiruceS-senilepiP -saG-eniarkl, scr

1
| POF B

! rcs, Ukraine-Gas-Pipelines-Security-Report-March-20 14, pdf
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